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1. INTRODUCCION

Amazon S.L. (sociedad limitada) es una compafiia originaria de EEUU, su
mercado principal es el comercio electronico junto a servicios de computacion
en la nube.Tiene como sede la ciudad de Seattle en el estado estadounidense
de Washington. Amazon fue una de las primeras compafiias en ofrecer y
vender bienes en internet a gran escala y sulema es “De la AalaZ” (From A
to Z).

mazon es la empresa en internet de venta al por menor mas grande del mundo,
donde puedes encontrar practicamente cualquier cosa que necesites pues es
muy seguro que alguien la esté vendiendo.La fundacion de la compaiiia
Amazon se realizo en el afio de 1994 por Jeff Bezos tras dejar su anterior
empleo como vicepresidente de la empresa D.E. Shaw & Co. en ese mismo
afio, esa empresa era una importante firma de Wall Street.

Tras su renuncia, Bezos decidié mudarse a Seattle y fue ahi en donde dio
principio a la estructuracién de un plan de negocios especializado a través de
Internet, lo que con el tiempo se convirtio en lo que ahora todos conocemos
como la empresa Amazon.com
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2. PASOS PARA INSTALAR SERVICIOS

1. convertir la llave a formato ppk

Sergio.pem

B PUTTY Key Generator

File | Key Conversions Help
Load private key
Save public key

Otganizacién de

Save private key

Exit

Euclides.mpd

)

|€Chrome

Actions

Generate a public/private key pair
Load an existing private key fie Load

Save the generated key Savepublickey | | Save private key

g Parameters
Diplorha 17 i Type of key to generate:
Pedrojpg % @RSA ODsSA (OECDSA (OED25519 (O SSH-1 (RSA)

Number of bits in a generated key.

imulacion

Public key for pasting info OpenSSH authorized_keys fil:

sshsa ~
AAAAB3NzaC 1yc2EAAAADAQABAAABAQCOGnabaaXOx UUz5KLEoGEDUMyHxiPSD
LafsSdmd4JPRXtHXw3082voAxk

Imi6JSJeUb

W5/of

B3y
+F8SZybp TWbdk 8hYBOFoX30IECLAWXIFf SNayl4ybD8c8uRo0LrDa/Apr5/00NGzrZE v

uclides. 4 :c5:27:24:26:0a:60:5017
(Sl i PuTTYgen Notice x [Pe52ekable®S07 |

Successfully imported foreign key

(OpensSSH SSH-2 private key (old PEM format)).
To use this key with PUTTY, you need to

use the “Save private key” command to

save it in PUTTY's own format.

Parameters
Type of key to generate:
@RSsA ODsA OEcDsA  OED25519 O SSH (RSA)

Number of bits in a generated key:

3. Tenemos la llave de acceso para configurar el servidor
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imulacion + {{Organizacie
tfansportado

Fecha de modificacién: 9/06/2019 11:40 a. r

4 .Verificamos que nuestra maquina este activa y chequeada

Instances | EC2 ManagementCo. X + - X

& c @ https;//us-west-1.console.aws.amazon.com/ec2/v2/home?region=us-west-1#Instances:sort=instanceld b g [e] e

Grupos de recursos v *

Launch Instance Connect Actions v
A o % @

Events
Tags « | Q Filter by tags and attributes or search by keyword [>] 1to10f1

Reports
P @ Name ~ Instance ID + Instance Type ~ Availability Zone ~ Instance State ~ Status Checks -~ Alarm Status Public DNS (IPv4) ~  IPv4

Limits
[ ] i-0935f1bd6bi70feec 2. micro us-west-1a @ running & 2/2 checks Nane Y ec2-54-67-117-174.us- 546

5 INS S
Instances

Launch Templates
Spot Requests
Reserved Instances
Dedicated Hosts

Capacity
Reservations 3

= IMAGES Instance: | i-0935f1bdebf70feec  Public DNS: ec2-54-67-117-174.us-west-1.compute.amazonaws.com [_N=N=|

AMIs

Sundle Tasks Description Status Checks Monitoring Tags

o Instance ID  i-0935f1bd6bf70feec Public DNS (IPvd)  ec2-54-67-117-174.us-west-
= 1 compute amazenaws.com
Volumes Instance state  running IPv4 Public IP 54.67.117.174
Snapshots t - -



5. Verificamos la IP del servidor y la ingresamos al putty

Euclides SergioG.mpd
Vides.mp4

. #8 PuTTY Configuration
AmAZON

Alex Vides.r]
Category:
(- Session Basic options for your PuTTY session
Logging

Speciy the destination you want to connect to
- Teminal

Host Name (or IP address) Pot
[s467.117.178 ][22
Connection type:

Euclides.mpd

CETES o BT e ORaw O Tenet ORogn @SSH O Seral

Behaviour Load, save or delete a stored session

Translation Saved Sessions

[ Selection

W] Coturs TR T
7 : =} Connection

o 6 SergioGonzal.. A bad

Proxy
Telnet
Rlogin

#- SSH

Seed Close window on ext:

OAways  ONever @ Only on clean ext

/' Diplorha leZilla'Clie winbox.exe
Pedrojpg

Diplomado’

6. Ingresamos el nombre de usuario por defecto que es ubuntu

=" —

) Diplora FileZilla'Client
Pedfo.ipg

7. Vemos el mensaje de bienvenida al momento de ingresar a la maquina
virtual



Euclides SergioG.mp4
Vides.mp4

VLG/media player  Euclides SergioG.mpd
Vides.mpé

) Diplor
1) Pedfog

9. Ingresamos la direccién IP para verificar si se instald el apache



Instances | EC2 Management Co/ X €9 Apache2 Ubuntu Default Page: |1 X | - u

< @  ® MNoesseguro | 54.67.117.174 Hr @00

X
JQuieres traducir esta pagina?

Apache2 Ubuntu Default Page

This is the default welcome page used to test the correct operation of the Apache2 server after
installation on Ubuntu systems. It is based on the equivalent page on Debian, from which the Ubuntu
Apache packagin derived. If you can read this page, it means that the Apache HTTP server installed
at this site is working properly. You should replace this file (located at /var/waw/html/index. html)
before continuing to operate your HTTP server.

If you are a normal user of this web site and don't know what this page is about, this probably means
that the site is currently unavailable due to maintenance. If the problem persists, please contact the
site's administrator.

Ubuntu's Apache?2 default configuration is different from the upstream default configuration, and split
into several files optimized for interaction with Ubuntu tools. The configuration system is fully
documented in /usr/share/doc/apache2/README.Debian.gz. Refer to this for the full
documentation. Documentation for the web server itself can be found by accessing the manual if the
apache2-doc package was installed on this server.

The configuration layout for an Apache2 web server installation on Ubuntu systems is as follows:

Jetc/apache2/
|-~ apache2. conf
| “--  ports.conf
|-~ mods-enabled

|-- *.load

c-- *.conf
-~ conf-enabled

-~ *.conf
-- sites-enabled

“-- *.conf

10. Esta es la instalacion del firewall

/' Diplorn
Pedro.jp

11.Instalamos el servicio de ssh



Este equipo cursostbd  VLC mediaplayer  Euclides SergioG.mp4

Vides.mpd
u . # ubuntu@ip-172-31

Papelera de
reciclaje

&

!
Eclipse Jee PROVECT
Oxygen ACEITES .c

D W

Google Chrome  Pedro.d

N

Oracle VM Diplom
VirtualBox Pedroj

12.Instalamos el servicio de http

Papelera de
reciclaje

Eclipse Jee PROYECT|
Oxygen ACEITES .q

9 i

Google Chrome Pedro.dq

Oracle VM Diplom|
VirtualBox Pedro.jg

13.Aqui en sudo instalamos el servicio https



Este equipo cursos.bt  VLC media player  Euclides SergioG.mpd

Papelera de Simulaci
reciclaje

Vides.mp4

PROYE
ACEITES .dr

Wi

Google Chrome Pedro.d:

3

Oracle VM Diplom|
VirtualBox Pedrojf

14.Aqui en sudo instalamos

#P ubuntu@ip-172-31-4-169: ~
Papelera de Simulaci
reciclaje

Eclipse Jee
Oxygen

ﬂ

Google Chrome Pedro.d]

Oracle VM Diplom
VirtualBox Pedrojg

15.Habilitamos los puertos del ftp en la maquina virtual
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Papelera de
reciclaje

a

Eclipse Jee PROYECT
Oxygen ACEITES .q

S B

Google Chrome Pedro.dq

RE
Oracle VM Diplom|
VirtualBox Pedro.jg

16.Aqui nos muestra los puertos habilitados

Papelera de
reciclaje

Eclipse Jee PROYEC
Oxygen ACEITES .

Google Chrome Pedr

F o
Oracle VM Diplom)|
VirtualBox Pedrod;{

17.Se reinicia la maquia virtual para que se guarde los cambios
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g ubuntu@ip-172-31-4-169:

Papelera de
reciclaje

& A

Eclipse Jee PROYECT|
Oxygen ACEITES .d

9 @&

Google Chrome ~ Pedro.dq

Oracle VM Diplom|
VirtualBox Pedro.jp

18.Ingresamos a la maquina virtual

Oracle VM Diploma FileZilla Client winbox.exe
VirtualBox Pedro.jpg

19.Instalamos Mysq|
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21.Esta es la instalacién de seguridad paquete de Mysq|
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Oracle VM Diploma FileZilla Client winbox.exe

23.Ingresamos a nuestra base de datos
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n. LLC [US] | https://www.digitalocean.com/co utorials/how-to-set-up-vsftpd-for-a-user-s-directory-on-ubuntu-18-04 mx @ O
FrerequIsies

To follow along with this tutorial you will need:

« An Ubuntu 18.04 server, and a non-root user with sudo privileges: You can learn more

about how to set up a user with these privileges in our Ini @ Jpntu@ip-172-31-4-168: ~ — C
guide.

Step 1— Installing vsftpd

Let's start by updating our package list and installing the vsftp|

$ sudo apt update
$ sudo apt install vsftpd

When the installation is complete, let's copy the configuration
configuration, saving the original as a backup:

$ sudo cp /etc/vsftpd.conf fetc/vsftpd.conf.orig

With a backup of the configuration in place, we're ready to con

25.Configuramos el puerto 990 para el ftp

15



https://www.digitalocean.com

rrereyquisites
To follow along with this tutorial you will need:
« An Ubuntu 18.04 server, and a non-root user with sudo privileges: You can learn more

about how to set up a user with these privileges in our Ini 8 upuntu@ip-172-31-4-169: -
guide.

Step 1— Installing vsftpd

Let's start by updating our package list and installing the vsftp|

“

sudo apt update

o

sudo apt install vsftpd

When the installation is complete, let's copy the configuration
configuration, saving the original as a backup:

s sude cp fetc/vsftpd.conf fetc/vsftpd.conf.orig

With a backup of the configuration in place, we're ready to conl

26. Activamos los puertos 40000 y 50000 para el ftp

You may have other rules in place or no firewall rules at all. Since only SSH traffic is permitted in
this case, we'll need to add rules for FTP traffic. 2 ubunty@ip-172-31-4-16% ~
Let's open ports 2@ and 21 for FTP, port 998 for when we enabld
the range of passive ports we plan to set in the configuration fi

$ sudo ufw allow 20/tcp
$ sude ufu allow 21/tcp

$ sudo ufw allow 99@/tcp
$ sudo ufw allow 40900:50000/tcp
$ sudo ufw status

Our firewall rules should now look like this:

Status: active

To Action From

OpensSH ALLOW Any

shere
990/tcp ALLOW Anyuhere
20/tcp ALLOW Anyuhere
21/tep ALLOW
ABBOA - CARBH /+rn AL O Anvhare
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27.Miramos el estado de todos los puertos para ver si esta instalados

You may have other rules in place or no firewall rules at all. Since only SSH traffic is permitted in
this case, we'll need to add rules for FTP traffic. BB ubuntu@ip-172-31-4-168: ~ _ o %
Let's open ports 28 and 21 for FTP, port 998 for when we enabl
the range of passive ports we plan to set in the configuration file:

sudo ufw allow 28/tcp
sudo ufw allow 21/tcp

sudo ufw allow 99@/tcp

sudo ufw allow 48@68:50000/tcp
sudo ufw status

o e e

Qur firewall rules should now look like this:

Status: active

To Action From

28.Habilitamos los puertos 990, 40000 y 50000 a la instancia

Securit s|EC2 Manage: X @ Apache2 Ubuntu Default Page X QL y Workbench = X X | @ Indicede x| + - x
< @ @ hitps//us-west-1.console.aws.amazon.com/=c2/v2/home?ragion - s-wes tyGroups:sort=c @ 0
-
Edit inbound rules X
Launcn 1er
Spot Requ Type (i Protocol (| PortRange (i Source (i Description (i P L e
Reserved |
HTTP v fee 80 Custom _ +][0.000/0 Q frz > ol
Dedicated
Capacity HTTP v TCP 80 Custom MRS e [
Reservatiol
SSH v| [cp 22 Custom v |/0.0.0.0/0 [x] 60,443.21.20
# IMAGES
Custom TCPF+]  [TCP 21 Custom v/ [00.0.000 Puerto fip ) SELEEL
ELASTIC BY
= sTore Custom TCPf¥| [TCP 21 Custom v |[:/0 Puerto fip [x]
balmEs Custom TCPfv| [TCP 20 custom v/ /0.0.0.0/0 puerto fip ¥
Snapshots
Custom TCP f v TCP 990 Custom v |0.0.0.0/0 Puerto fip 0
Lifecycle M
Custom TCP F » TCP 990 Custom v ||/0 Puerto fip [x]
— NETWORK
SECURITY
Custom TCP F ¥ TCP 40000 - 50000 Custom v ||0.0.0.0/0 Puerto fip e
| security 6|
Elastic IPs Custom TCP F v TCP 40000 - 50000 Custom v |0 Puerto fip @ N
Placement HTTPS v] e 443 Custom v |(0.0.0.0/0 [x] _N_N=|
Key Pairs
Y HTTPS v] [ce 423 Custom v ][0 [x]
Network Inf
= LOAD BALA| Add Rule
Load Balan| NOTE: Any edits made on existing rules will result in the edited rule being deleted and a new rule created with the new details. This will cause traffic that depends
on that rule to be dropped for a very brief period of time until the new rule can be created. A
e —| I—
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30.Creamos el usuario ftp y asignamos la contrasefia

x +
s 0O
AUYE8 SBEUE/TCp (V6] ALTOW Anyunere (V6] N
With vsftpd installed and the necessary ports open, let's move on to creating a dedicated FTP
user. 2P ubuntu@ip-172-31-4-16% ~ - o X

Step 3 — Preparing the User Directory

We will create a dedicated FTP user, but you may already have a
take care to preserve an existing user's access to their data in the]
we recommend that you start with a new user until you've config

First, add a test user.

$ sude adduser sammy

Assign a password when prompted. Feel free to press ENTER thrd

FTP is generally more secure when users are restricted to a spec]|
accomplishes this with chroot jails. When chroot is enabled for
their home directory by default. However, because of the way vsTtpa SECUIEs e QINECLOTY, It
must not be writable by the user. This is fine for a new user who should only connect via FTP, but
an existing user may need to write to their home folder if they also have shell access.

In this example, rather than removing write privileges from the home directory, let's create an ftp

directory to serve as the chroot and a writable files directory to hold the actual files SCROLL TO TOP

1p.m

9/06/2019

31.Creamos la carpeta ftp y le asignaremos el documento ftp text

x x x +
&« ps:/fwww.digitalocean.com, @ & O |

Verify the perm

$ sudo 1s -la /home/sammy/ftp

total 8

P ubuntu@ip-172-31-4-169: ~ - O X

4 dr-xr-xr-x 2 nobody nogroup 4696 Aug 24 21:20

4 druxr-xr-x 3 sammy sammy 4896 Aug 24 21:20 "
Next, let's create the directory for file uploads and ag

$ sudo mkdir /home/sammy/ftp/files

$ sudo chown sammy:sa home/sammy/ftp/files
A permissions check on the ftp directory should re

$ sudo 1s -la /home/sammy/ftp

total 12

v

dr-xr-xr-x 3 nobody nogroup 4096 Aug 26 14:01 .
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32.Le damos acceso al usuario ftp par a tener acceso a la carpeta

Note: In step 2, we opened the ports that we set here for the passive port range. If you change the

values, be sure to update your firewall settings
#B ubuntu@ip-172-31-4-169: ~ - m] X

To allow FTP access on a case-by-case basis. let's set the configur]
GNU nano 2.9.3

Modified

- /etc/vsftpd.cont
only when they are explicitly added to alist, rather than by default:
lete/vsftpd.conf
userlist_enable=YES
userlist_file=/etc/vsftpd.userlist

userlist_deny-No

userlist_deny toggles the logic: When itis set to VES, users on th:
When itis set to NO. only users on the list are allowed access.

33.verificamos los usuarios ingresados

https: digitalocean.com,

$ sudo systemctl restart vsftpd
With the configuration in place, let's move on to testing FTP access.

#P ubuntu@ip-172-31-4-16%: /home - o X

Vvia FTP. Let's make sure that

s access. Let's test that by
, anonymous users should be

ling command. Be sure to

:default): anonymous

Name (263.6.1
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35.Vemos los archivos que estan montados en el ftp

Security groups | EC2 Manage: X | @ Apache2 Ubuntu Default Page X | Instalar MySQLy Workbench ¢ X | £) HowToSetUpvsitpdforaliss X @ Indice de farchivos x 4+ - x

< C  ® Noesseguro | ftp;//13.56.168.134/archivos, A @ O

Indice de /archivos/

% [directorio principal]

Nombre Tamaiio Fecha de modificacién
[ testixt 1B 9/6/19 13:04:00
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3. CONCLUSION

Se instalé de manera correcta todos los servicios, se realizé los pasos a pasos
gue para su correcta instalacion. Los servicios activados fueron ssh, ftp, http y
http.
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