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Browser Plugins 

● InVID verification 
● WayBack Machine 
● Ghostery  
● CrowdTangle 
● RevEye 

 
Photo Analysis 

● TinEye Reverse Image Search  
● EXIF Reader 
● Izitru photo analysis (can help tell you if an image came directly from a 

camera) 
● FotoForensics 

Video Analysis 

● YouTube Data Viewer 
Website Analysis 

● Domain Big Data free whois/domain name search 
● DomainTools paid whois search and investigations tool 
● Internet Archive/Wayback Machine 
● Archive.is often used for social media 
● Spy On Web search for tracking Google Analytics and AdSense 
● AnalyzeID 
● Publicwww, search to see how many websites have the same source code or snippet 

of text (looks in HTML, JS and CSS code as well as webpages) 
● NerdyData source code search 
● AnalyzeID find related websites through ad codes 

 
Social Media Account Analysis 

● Foller.me Analytics for Twitter  
● TweetBeaver account tools 
● Facebook Graph search interface 
● Search for dates and date ranges on Facebook 
● Additional Facebook Graph search interface 
● Yet another excellent Facebook search tool 
● Webmii social media profile search 
● Twitter advanced search 

 
Finding Real People 

http://www.invid-project.eu/tag/invid-chrome-plugin/
https://chrome.google.com/webstore/detail/wayback-machine/fpnmgdkabkmnadcjpehmlllkndpkmiak
https://chrome.google.com/webstore/detail/ghostery-%E2%80%93-privacy-ad-blo/mlomiejdfkolichcflejclcbmpeaniij
https://chrome.google.com/webstore/detail/crowdtangle-link-checker/klakndphagmmfkpelfkgjbkimjihpmkh
https://chrome.google.com/webstore/detail/reveye-reverse-image-sear/keaaclcjhehbbapnphnmpiklalfhelgf?hl=en
http://www.tineye.com/
http://regex.info/exif.cgi
https://www.izitru.com/
http://fotoforensics.com/
https://citizenevidence.org/2014/07/01/youtube-dataviewer/
https://domainbigdata.com/
https://whois.domaintools.com/
https://archive.org/web/
http://archive.is/
http://www.spyonweb.com/
http://analyzeid.com/
https://publicwww.com/
https://nerdydata.com/search
http://analyzeid.com/
https://foller.me/
https://tweetbeaver.com/index.php
http://graph.tips/beta
http://whopostedwhat.com/
http://stalkscan.com/
https://inteltechniques.com/OSINT/facebook.html
http://webmii.com/
https://twitter.com/search-advanced


● Spokeo people search (good for the US only) 
● Thats Them people search 
● Pipl people Search  

Advertising Analysis 

● Moat ad analytics tool 
 

Web Traffic Analysis 

● Alexa 
● SimilarWeb 

 
Guides & Other Resources 

● Bellingcat's huge list of digital tools  
● GUIDE: How to spot fakes and hoaxes online - Africa Check 
● VerificationHandbook.com 
● ResearchClinic.net 
● First Draft 

 
Presentations 

● Investigating The Internet, IJF 2018 

http://www.spokeo.com/
https://thatsthem.com/
https://pipl.com/
https://moat.com/
https://www.alexa.com/
http://similarweb.com/
https://docs.google.com/document/d/1BfLPJpRtyq4RFtHJoNpvWQjmGnyVkfE2HYoICKOGguA/edit
https://africacheck.org/factsheets/guide-how-to-spot-fakes-and-hoaxes-online/
http://verificationhandbook.com/
http://researchclinic.net/
https://firstdraftnews.com/
https://www.dropbox.com/s/ifyvqhqeim591zo/InvestigatingTheInternet-IJF.pdf?dl=0

